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Hypervisor overview



Hypervisor architecture  

Hypervisor Code flow:

VMXon

Init VMCS

vmlaunch

While(1){

switch(Exit_code)

{ //VM exit handler intercept

// within VMM context}

vmresume

}

VMXoff

VMXON

VMLAUNCH

VMEXIT

VMRESUME

Host 

mode
Guest

mode



Hypervisor Isolations

Software Isolation

CPU / SoC: traps to hypervisor (VM Exits), MSR & I/O 

permissions bitmaps, rings (PV)…

Memory / MMIO: hardware page tables (e.g. EPT, NPT), 

software shadow page tables

Devices Isolation

CPU / SoC: interrupt remapping

Memory / MMIO: IOMMU, No-DMA ranges



CPU Virtualization (simplified)

VMM Host

VM Guest OS

VM Exit Handler

VM Control 

Structure (VMCS)
MSR Bitmaps I/O Bitmaps

Instructions, 

exceptions, 

interrupts…

Extended Page 

Tables

Access to 

I/O ports

(e.g. 0xB2)Access to 

CPU MSRs

(e.g. 0x1F2)

Access to 

memory

(EPT violations)

Hypervisor Traps (VM Exits)



Current detection techniques



Official detection techniques. Hyper-V

Hypervisor Top-Level Functional Specification (current 4.0a)

“On x64 platforms that conform to this specification, this is done by executing the CPUID 

instruction with an input (EAX) value of 1. Upon execution, code should check bit 31 of 

register ECX (the “hypervisor present bit”). If this bit is set, a hypervisor is present. In a 

non-virtualized environment, the bit will be clear.”

 CPUID leaves 0x40000000 - 0x40000006

Leaf Information Provided

0x40000000 Hypervisor CPUID leaf range and vendor ID signature.

EAX The maximum input value for hypervisor CPUID information. On 

Microsoft hypervisors, this will be at least 0x40000005. The vendor 

ID signature should be used only for reporting and diagnostic 

purposes.

EBX 0x7263694D—“Micr”

ECX 0x666F736F—“osof”

EDX 0x76482074—“t Hv”



Official detection techniques. VMWare

VMWare KB 1009458

 Bit 31 in ecx of CPUID 0x01 leaf

 CPUID leaves 0x40000000 - 0x400000FF reserved for software use
cpuid(0x1, &eax, &ebx, &ecx, &edx);

if (bit 31 of ecx is set) {

cpuid(0x40000000, &eax, &ebx, &ecx, &edx);

memcpy(hyper_vendor_id + 0, &ebx, 4);

memcpy(hyper_vendor_id + 4, &ecx, 4);

memcpy(hyper_vendor_id + 8, &edx, 4);

hyper_vendor_id[12] = '\0';

if (!strcmp(hyper_vendor_id, "VMwareVMware"))

return 1; // Success - running under VMware

}

return 0;

 BIOS serial number starts with “VMware-” or “VMW”

 Hypervisor port

eax = 0x564D5868 (VMware hypervisor magic value)

ebx = 0xFFFFFFFF (UINT_MAX)

ecx = 10 (Getversion command identifier)

edx = 0x5658 (hypervisor port number)

On VMware, this operation modifies the value of register ebx to 0x564D5868

(the VMware hypervisor magic value).

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1009458


Official detection techniques. KVM and Xen

KVM (arch/x86/include/uapi/asm/kvm_para.h):

/* This CPUID returns the signature 'KVMKVMKVM' in ebx, ecx, and edx. It

* should be used to determine that a VM is running under KVM.

*/

#define KVM_CPUID_SIGNATURE 0x40000000

Xen (arch-x86/cpuid.h):

/*

* Leaf 1 (0x40000x00)

* EAX: Largest Xen-information leaf. All leaves up to an including @EAX 

* are supported by the Xen host.

* EBX-EDX: "XenVMMXenVMM" signature, allowing positive identification 

* of a Xen host. 

*/

#define XEN_CPUID_SIGNATURE_EBX 0x566e6558 /* "XenV" */ 

#define XEN_CPUID_SIGNATURE_ECX 0x65584d4d /* "MMXe" */ 

#define XEN_CPUID_SIGNATURE_EDX 0x4d4d566e /* "nVMM" */

http://lxr.free-electrons.com/ident?i=KVM_CPUID_SIGNATURE


Other detection techniques/tools

Timing/benchmarking

 Use instructions that cause VMExit, measure timing difference introduced by hypervisor

 TLB side-channel, Branch prediction side-channel by Edgar Barbosa

 RSB side-channel (hyper-channel) by Yuriy Bulygin

Functional changes, instructions

 Observe different instruction behavior introduced by hypervisor

 Red Pill

 ScoopyNG

 VMDetect

 virt-what

Implementation peculiarities, artifacts

 Observe typical devices, software, system firmware that is used by hypervisor

 Scoopy Doo

 Hyper-V detection script by John Kelbley
http://blogs.technet.com/b/tonyso/archive/2009/08/20/hyper-v-how-to-detect-if-you-are-inside-a-
vm.aspx

 Metasploit/checkvm module

http://blogs.technet.com/b/tonyso/archive/2009/08/20/hyper-v-how-to-detect-if-you-are-inside-a-vm.aspx


Hypervisor artifacts detection 

techniques



Detection techniques based on artifacts

Implementation peculiarities, artifacts:

 Guest devices

 Drivers/services

 Guest system firmware

 ACPI tables

 Platform information (Platform Manufacturer, Model,…)



 Windows internal: Systeminfo, msinfo32, driverquery

 SysInternals: PsInfo, PsService

 Acpidump (from acpica.org)

 DevCon - Device Manager

 CHIPSEC (read MMIO, read physical memory, read ACPI,…)

 RW-everything

Tools to collect artifacts 

https://www.acpica.org/downloads/binary-tools
https://support.microsoft.com/en-us/kb/311272
https://github.com/chipsec/chipsec
http://rweverything.com/download/


Devices

[CD-ROM] Name QEMU QEMU DVD-ROM ATA Device

PNP Device ID IDE\CDROMQEMU_QEMU_DVD-

ROM_______________________2.0.___

_\5&3869DF3D&0&1.0.0

[Disks] Model QEMU HARDDISK ATA Device

Xen artifacts 

System information

System Manufacturer Xen

System Model HVM domU

BIOS Version Xen 4.4.2

Fields in every ACPI table

OEM ID Xen

OEM Table ID HVM



ACPI table

OEM ID (in every table) BOCHS

OEM Table ID (in every table) BXPC+{table_name}

DefinitionBlock ("SSDT.AML", "SSDT”,…)

Scope(\_SB.PCI0.ISA)

Device(PEVT)

Name(_HID, "QEMU0001")

KVM artifacts 

System information

System Manufacturer QEMU

Processor QEMU Virtual CPU version 2.0.0

BIOS Version/Date Bochs Bochs

Devices

[CD-ROM] Name QEMU QEMU DVD-ROM ATA Device

PNP Device ID IDE\CDROMQEMU_QEMU_DVD-

ROM_______________________2.0.___

_\5&3A2A5854&0&1.0.0

[Disks] Model QEMU HARDDISK ATA Device



Devices

[CD-ROM] Name VBOX CD-ROM ATA Device

PNP Device ID IDE\CDROMVBOX_CD-

ROM_____________________________

1.0_____\5&2117B2E5&0&1.0.

[Display] Name VirtualBox Graphics Adapter

[Disks] Model VBOX HARDDISK ATA Device

VirtualBox artifacts 

System information

System Manufacturer innotek GmbH

System Model VirtualBox

BIOS Version/Date innotek GmbH VirtualBox

Fields in every ACPI table

OEM ID VBOX

OEM Table ID VBOX+{table_name}



Devices

[CD-ROM] Name NECVMWar VMware SATA CD01 ATA Device

PNP Device ID IDE\CDROMNECVMWAR_VMWARE_SATA_CD01

_______________1.00____\6&373888B8&0&1.0.0

[Display] Name VMware SVGA 3D (VMware Virtual SVGA 3D 

Graphics Adapter, VMware, Inc. compatible)

[Disks] Model VMware Virtual S SCSI Disk Device

VMware VMCI Bus 

Device

PCI\VEN_15AD&DEV_0740&SUBSYS_074015AD&

REV_10\3&2B8E0B4B&0&3F

VmWare Player artifacts 

System information

System Manufacturer VMware, Inc.

System Model VMware Virtual Platform

Fields in every ACPI table

OEM ID VMWARE

OEM Table ID VMW +{table_name}



Hyper-V artifacts 

System information

System Model Virtual Machine

Devices

[CD-ROM] Name Msft Virtual CD/ROM ATA Device

[Display] Name Microsoft Virtual Machine Bus Video Device 

[Disks] Model Virtual HD ATA Device 

PNP Device ID VMBUS\{GUID}\5&296C0F0E&0&{GUID}

Fields in every ACPI table

OEM ID VRTUAL

OEM Table ID MICROSFT



Instruction behavior detection

techniques



VMExit

Unconditional exit

• VMX/SVM instructions

• CPUID

• GETSEC

• INVD

• XSETBV

Conditional exit

• CLTS

• HLT

• IN, INS/INSB/INSW/INSD, OUT, 

OUTS/OUTSB/OUTSW/OUTSD

• INVLPG

• INVPCID

• LGDT, LIDT, LLDT, LTR, SGDT, SIDT, SLDT, STR

• LMSW

• MONITOR/MWAIT

• MOV from      CR3, CR8 / MOV to   CR0, CR3, CR4, CR8

• MOV DR

• PAUSE

• RDMSR/WRMSR

• RDPMC

• RDRAND

• RDTSCP

• RSM

• WBINVD

• XRSTORS / XSAVES



VMExit. Continue

Other reasons for VM exit

• Exceptions

• Triple fault

• External interrupts

• Non-maskable interrupts (NMIs)

• INIT signals

• Start-up IPIs (SIPIs)

• Task switches

• System-management interrupts (SMIs)

• VMX-preemption timer



Intel VMX instructions

VMCALL

VMCLEAR

...

IT DOESN’T METTER WHERE YOUR GUEST CALLS  IT (R3 or R0) 

– VMX INSTRUCTION CAUSES VMEXIT



Intel VMX instructions. Xen

It’s a VMM responsibility to inject exception into guest on VMExit

due to VMX instruction call.

invept            : #UD fault

invvpid           : #UD fault

vmcall : NO EXCEPTION

vmclear : #UD fault

vmfunc : #UD fault

vmfunc : #UD fault

vmlaunch : #UD fault

vmptrld : #UD fault

vmptrst : #UD fault

vmread : #UD fault

vmresume : #UD fault

vmwrite : #UD fault

vmxoff : #UD fault

vmxon : #UD fault

Xen 4.4.2 x64

Windows x64 guest

User mode



Intel VMX instructions. Parallels for Mac

It’s a VMM responsibility to inject exception into guest on VMExit

due to VMX instruction call.

invept            : #GP fault

invvpid           : #GP fault

vmcall            : #GP fault

vmclear           : #GP fault

vmfunc            : #UD fault

vmfunc            : #UD fault

vmlaunch          : #UD fault

vmptrld           : #GP fault

vmptrst           : #GP fault

vmread            : #GP fault

vmresume          : #UD fault

vmwrite           : #GP fault

vmxoff            : #UD fault

vmxon             : #GP fault

Parallels Desktop 11 for Mac

Version 11.0.2 (31348)

Windows 7 x64 guest

User mode



Intel VMX instructions. Host crashing from Ring3 

Xen Security Advisory CVE-2013-4551 / XSA-75 

Host crash due to guest VMX instruction execution

Permission checks on the emulation paths (intended for guests 

using nested virtualization) for VMLAUNCH and VMRESUME

were deferred too much. The hypervisor would try to use internal 

state which is not set up unless nested virtualization is actually 

enabled for a guest.

This issue was discovered by Jeff Zimmerman.



Intel VMX instructions. Guest crashing from Ring3 

CVE-2015-0418, CVE-2014-3646

VirtualBox and KVM guest crash when executing INVEPT/INVVPID
instructions in Ring3

VirtualBox

INVEPT : VM crash

INVVPID : VM crash

VMCALL : #UD fault

VMLAUNCH: #UD fault

VMRESUME: #UD fault

KVM

INVEPT : VM crash

INVVPID : VM crash

VMCALL : No Exception

VMLAUNCH: #UD fault

VMRESUME: #UD fault



Exceptions and emulated instructions

Exceptions also cause a VMExit.

Hypervisors often use instructions that cause #UD fault to 

implement guest-to-host interface or emulate instructions that are 

not available on the platform. 

Virtual PC: 0F 3F 07 0B

Xen: 0F 0B x e n XXX

where the only supported XXX is CPUID opcode

Hyper-V:    0F 01 C1 C3

on hypercall page only



Exceptions and emulated instructions. AMD SVM

AMD SVM instructions cause #UD fault on Intel platforms

Bare metal Windows 10 

x64 

clgi : #UD fault

invlpga : #UD fault

skinit : #UD fault

stgi : #UD fault

vmload : #UD fault

vmmcall : #UD fault

vmrun : #UD fault

vmsave : #UD fault

KVM-QEMU x64*,

Windows 10 x64 guest

clgi : #UD fault

invlpga : #UD fault

skinit : #UD fault

stgi : #UD fault

vmload : #UD fault

vmmcall : #DE fault

vmrun : #UD fault

vmsave : #UD fault

Xen 4.4.2 x64,

Windows 10 x64 guest

clgi : #GP fault

invlpga : #GP fault

skinit : #GP fault

stgi : #GP fault

vmload : #GP fault

vmmcall : #GP fault

vmrun : #GP fault

vmsave : #GP fault

* KVM version: QEMU emulator version 2.0.0 (Debian 2.0.0+dfsg-2ubuntu1.19)



Exceptions and emulated instructions. Lock prefix 

Lock prefix can be used only with the following instructions:

ADD, ADC, AND, BTC, BTR, BTS, CMPXCHG, CMPXCH8B,
CMPXCHG16B, DEC, INC, NEG, NOT, OR, SBB, SUB, XOR, XADD, 
and XCHG

All other instructions should cause #UD fault if used with lock prefix

Bare metal Windows x64 

sgdt : NO EXCEPTION

sgdt_lock : #UD fault

sidt : NO EXCEPTION

sidt_lock : #UD fault

sldt : NO EXCEPTION

sldt_lock : #UD fault

str : NO EXCEPTION

str_lock : #UD fault

Hyper-V 6.3 (win8.1)

Windows x64 guest

sgdt : NO EXCEPTION

sgdt_lock : NO EXCEPTION

sidt : NO EXCEPTION

sidt_lock : NO EXCEPTION

sldt : NO EXCEPTION

sldt_lock : NO EXCEPTION

str : NO EXCEPTION

str_lock : NO EXCEPTION



CPUID corner cases



CPUID

Hypervisors change CPUID output to reflect guest limitations – less CPU 

cores, features disabled (debug, tracing, power)



CPUID. Xen 4.4.2 x64

Basic CPUID info
Max input value: 0x0D

cpuid[ 00 ][ 00 ]: eax= 0000000D ebx= 756E6547 ecx= 6C65746E edx= 49656E69

cpuid[ 00 ][ 01 ]: eax= 0000000D ebx= 756E6547 ecx= 6C65746E edx= 49656E69

...

cpuid[ 0D ][ 00 ]: eax= 00000007 ebx= 00000340 ecx= 00000340 edx= 00000000

cpuid[ 0D ][ 01 ]: eax= 00000001 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 02 ]: eax= 00000100 ebx= 00000240 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 03 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 04 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 05 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 00 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 01 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 02 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 03 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 04 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 05 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

Invalid EAX value



CPUID. Hyper-V (latest, win10), the same

Basic CPUID info
Max input value: 0x0D

cpuid[ 00 ][ 00 ]: eax= 0000000D ebx= 756E6547 ecx= 6C65746E edx= 49656E69

cpuid[ 00 ][ 01 ]: eax= 0000000D ebx= 756E6547 ecx= 6C65746E edx= 49656E69

...

cpuid[ 0D ][ 00 ]: eax= 00000007 ebx= 00000340 ecx= 00000340 edx= 00000000

cpuid[ 0D ][ 01 ]: eax= 00000001 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 02 ]: eax= 00000100 ebx= 00000240 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 03 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 04 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 05 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 00 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 01 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 02 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 03 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 04 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0E ][ 05 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

Invalid EAX value



CPUID. Parallels for Mac

Basic CPUID info
Max input value: 0x0D

cpuid[ 00 ][ 00 ]: eax= 0000000D ebx= 756E6547 ecx= 6C65746E edx= 49656E69

cpuid[ 00 ][ 01 ]: eax= 0000000D ebx= 756E6547 ecx= 6C65746E edx= 49656E69

...

cpuid[ 0D ][ 00 ]: eax= 00000007 ebx= 00000340 ecx= 00000340 edx= 00000000

cpuid[ 0D ][ 01 ]: eax= 00000001 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 02 ]: eax= 00000100 ebx= 00000240 ecx= 00000000 edx= 00000000

cpuid[ 0D ][ 03 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

Extended CPUID info

Max input value: 0x80000008

...

cpuid[8000000A][ 00 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[8000000A][ 01 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[8000000A][ 02 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[8000000A][ 03 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[8000000A][ 04 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

cpuid[8000000A][ 05 ]: eax= 00000000 ebx= 00000000 ecx= 00000000 edx= 00000000

Invalid EAX value



CPUID. VMWare player 6.0.3

Basic CPUID info
Max input value: 0x0D

cpuid[ 00 ][ 00 ]: eax= 0000000D ebx= 756E6547 ecx= 6C65746E edx= 49656E69

cpuid[ 01 ][ 00 ]: eax= 000306A9 ebx= 00010800 ecx= FEBA2203 edx= 0FABFBFF

...

cpuid[ 07 ][ 00 ]: eax= 00000000 ebx= 00000281 ecx= 00000000 edx= 00000000

cpuid[ 07 ][ 01 ]: eax= 00000000 ebx= 00000281 ecx= 00000000 edx= 00000000

cpuid[ 07 ][ 02 ]: eax= 00000000 ebx= 00000281 ecx= 00000000 edx= 00000000

cpuid[ 07 ][ 03 ]: eax= 00000000 ebx= 00000281 ecx= 00000000 edx= 00000000

cpuid[ 07 ][ 04 ]: eax= 00000000 ebx= 00000281 ecx= 00000000 edx= 00000000

...

Unsupported EAX value



Conclusion



Final thoughts

• Hypervisors can be detected through artifacts

• If you have malware detection honeypot based on a hypervisor 

then you should remove all artifacts from the hypervisor 

environment to prevent honeypot detection. 

• Hypervisors can be detected through instruction emulation

• Hypervisor should check instruction caller privileges during VM 

exit handler flow.

• Hypervisor should properly emulate x86 instructions which cause 

VM exit.
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Thank You!



Windows error codes to CPU exceptions

STATUS_ACCESS_VIOLATION #GP fault

STATUS_PRIVILEGED_INSTRUCTION #GP fault

STATUS_ILLEGAL_INSTRUCTION #UD fault

STATUS_INTEGER_DIVIDE_BY_ZERO #DE fault


